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Agenda 

• What are the New York eHealth Collaborative (NYeC) and the Regional 

Extension Center? 

• What are Health Homes? 

• Privacy and Security of Protected Health Information (PHI) Rules 

o 42 CFR Part 2  

o HIPAA Privacy and Security Rules and HITECH 

• Meaningful Use Objectives 

• Privacy and Security Risk Mitigation Process 

• Scope of the Privacy and Security Toolkit 

• Tools 

 

• Resources 

 

 

 

1. CyberSecurity Guide 

2. NYeC Meaningful Use Fact Sheet 

3. NYeC Privacy and Security Training for the Practice – PowerPoint 

4. ONC HIT Security Risk Assessment Questionnaire v3.0 032911 

5. ONC HIT Security Risk Assessment Questionnaire v3.0 032911 REC Update 

6. Information Security Policy Manual  



• NYeC is a not-for-profit organization working to improve healthcare for all New 
Yorkers through health information technology 

• Through the Regional Extension Center (REC) we promote the adoption and 
use of electronic health records (EHR) 

o Educate the public on the benefits of EHRs 

o Assist providers transitioning from paper to electronic records 

o Assist providers to qualify for Meaningful Use reimbursements 

• Build the SHIN-NY (State Health Information Network – New York) a 
secure network for sharing electronic medical records across the state 

o Allow providers to share information 

o Promote collaborative care so doctors work as a team to benefit the patient 

• Develop statewide policies regarding HIT 

o Convene stakeholders and build consensus 

o Collaborate with NYS Department of health 

New York eHealth Collaborative 
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•  The Health Home provision authorized by the Affordable Care Act  by CMS 
 

• Simultaneous pursuit of three goals:  

 improving the experience of care  

 improving the health of populations 

 reducing per capita costs of health care (without any harm whatsoever to 

individuals, families, or communities) 

 

 

 

Health Homes 
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Person-centered system of care for Medicaid beneficiaries with 

multiple or severe chronic conditions to better coordinate and manage 

their services.  

o  http://www.cms.gov/smdl/downloads/SMD10024.pdf . 

http://www.cms.gov/smdl/downloads/SMD10024.pdf


 

Health Home Capabilities 

Health Home Capabilities 

• Provide quality-driven, cost–effective and culturally appropriate person and 

family centered health home services 

• Coordinate and provide access to preventative and health promotion 

services 

• Must develop a care plan for each individual that coordinates all clinical and 

non clinical services and supports to address the person’s health related 

needs 

• Use HIT to link services, facilitate communication between and among 

providers, individuals and caregivers and provide feedback to practices 

• Establish continuous quality improvement programs, and collect and 

report data that support the evaluation of health homes 
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EHRs for Behavioral Health 

• Behavioral Health HIT  

• Only 8 percent of all behavioral health providers have fully implemented 

electronic records while 40% of physicians are using EHRs. 

o Behavioral health field should be able to communicate with the rest of the 

health care system. 

o All patient information should be recorded since one medication or disorder 

can often impact another - comorbidity 

 

 2009 Behavioral Health/Human Services Information Systems Survey, conducted by the 

nonprofit Centerstone Research Institute. 

 http://www.iwatchnews.org/2011/03/30/3844/proposed-bill-aims-expand-health-it-funds-

mental-health-providers   
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Security Policies and 

Processes 
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Data Breach – Loss of Patient Information 

Seven CDs with patient 

data lost 



3.   Security Rule: April 20, 2005 

• Administrative Safeguards 

• Physical Safeguards 

• Technical Safeguards 

 

Security Policies Timeline 

1. 42 CFR Part 2 early 1970s 
• “A program may not disclose any  information that identifies a 

patient as being in a drug/alcohol program or as having a drug or 

alcohol problem.” 
 

1. HIPAA Privacy Rule: 1996 - Compliance April 2003 
• Protected Health Information (PHI) 

• Covered Entities and Business Associates 

• Uses and Disclosures 

Privacy and Security of health information rules 

4. HITECH:  February 17, 2009 
• Breach Notification 

• Business Associates 

 

 http://www.hhs.gov/ocr.hipaa  9 

http://www.hhs.gov/ocr.hipaa
http://www.hhs.gov/ocr.hipaa
http://www.hhs.gov/ocr.hipaa


       42 CFR Part 2        health privacy law – prior to HIPAA   

• Federal law that governs the confidentiality and disclosure of alcohol 

and drug abuse patient records 

• General Rule “a program may not disclose any information that identifies 

a patient as being in a drug/alcohol program or as having a drug or alcohol 

problem.”    

• Enacted in the early 70s when Congress associated a stigma with substance abuse 

and that the fear of prosecution deterred people from entering treatment. 

o HHS Substance Abuse and Mental Health Services Administration 

(SAMHSA) Center for Substance Abuse Treatment http://www.samhsa.gov  
 

• Note – New York State law determines mental health (HIV, genetic, 

domestic violence ) privacy protection requirements 

 

Federal Health Privacy Law  

42 CFR Part 2 
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http://www.samhsa.gov/
http://www.samhsa.gov/


• Providers must meet the definition of “program” and be “federally 

assisted” 

o A “program” includes any person or organization that provides, and holds 

itself out as providing, alcohol or drug abuse diagnosis, treatment or referral 

for treatment 
 

o A program is “federally assisted” if it 

 Is assisted by the IRS through a grant of tax exempt status  

 Receives federal funds in any form 

 Is authorized to conduct business by the federal government 

 Is conducted directly by the federal government or by a state or local government 

that receives federal funds 

Providers  covered in 42 CFR Part 2 
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Part 2 requires written patient consent for most disclosures of 

protected information with some exceptions.    

A written consent to a disclosure under the Part 2 regulations must be in writing and include 

all of the following items (42 CFR § 2.31):  

 

1) program or person permitted to make the disclosure;  

2) individual or organization to which disclosure is to be made;  

3)  name of the patient;  

4) purpose of the disclosure;  

5) Amount and what kind of information to be disclosed;  

6) signature of the patient or other authorized person 

7) date on which the consent is signed;  

8) Revocation statement:  that consent is subject to revocation at any time 

9) date, event or condition upon which the consent will expire if not revoked before.  

42 CFR Part 2 

Elements Required for Patient Consent 

Items 

included 

in 

written 

consent 
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SAMHSA 

SAMHSA is a Federal services agency 

established in 1992 to focus attention, programs, 

and funding on improving the lives of people 

with or at risk for mental and substance abuse 

disorders   website - www.samhsa.gov 13 



HIPAA Privacy Rule 
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• Privacy Rule protects all “individually identifiable health information” 

held or transmitted by a Covered Entity (CE) or its business associate in 

any form or media (electronic, paper, or oral); called “protected health 

information” (PHI). 
 

• Some requirements under HIPAA include 

o Notice of privacy practices 

o HIPAA compliant authorizations 

o Policy and procedure manual 

o Business associates contracts 

• Under 42 CFR Part 2 consent policies should be in place 

 

HIPAA Privacy Rule – Compliance 2003   
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• Protected Health Information  (PHI) is: 

o Information that relates to an 

 Individual’s past, present or future physical or mental health or condition, 

 Provision of health care to the individual, or 

 The past, present or future payment for the provision of health care to the individual, 

o identifies the individual or can reasonably be used to identify the individual 
 

• Covered Entity is any organization or corporation that directly handles Personal Health 
Information (PHI) or Personal Health Records (PHR).  

 

 

 

• Business Associates are any organization or person working in association with or providing 
services to a covered entity who handles or discloses Personal Health Information (PHI) or 
Personal Health Records (PHR).  ( e.g. Billing service, IT staff, transcription service) 
 

 

HIPAA Related Terminology 

• Hospitals  

• Doctors’ offices 

• Health Plans 

• Healthcare providers 

• Healthcare Clearinghouses 
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http://searchhealthit.techtarget.com/definition/personal-health-information
http://searchcompliance.techtarget.com/definition/personal-health-record-PHR


Protected Health Information (PHI) 

    

17 

Individually 

Identifiable 

Information 
(Name, Address, DoB) 

 

Medical 

Information 
(Scheduling, Billing, Health 

Record) 

PHI 



 

o HIPAA generally permits the disclosure of protected individually identifying 

health information without patient consent for purposes of treatment, 

payment or health care operations,  

 

• 42 CFR Part 2 requires written consent of patient is required for most 

disclosures of information protected under Part 2, with some exceptions. 

 

 

 

How 42 CFR Part 2 differs from HIPAA 

42 CFR Part 2 has more 

stringent consent and 

disclosure rules 
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• Health Home consent process 
 

o The assigned Health Home is required to secure patient consent forms to 

officially enroll all Health Home members in a Health Home program 

   

o The signed consent form allows their patient information to be shared 

with Health Home partners, including a Regional Health Information 

Organization (RHIO), if applicable 
 

o The signed consent form documents a patients enrollment in the program.  

 

o Sample NY State consent form http://www.health.ny.gov/forms/doh-5055.pdf  
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Part 2 Patient Consent Process  

http://www.health.ny.gov/forms/doh-5055.pdf
http://www.health.ny.gov/forms/doh-5055.pdf
http://www.health.ny.gov/forms/doh-5055.pdf
http://www.health.ny.gov/forms/doh-5055.pdf


• Three documents compare 42 CFR Part 2 and HIPAA requirements 

1. “The Confidentiality of Alcohol and Drug Abuse Patient Records and the HIPAA 

Privacy Rule:  Implications for Alcohol and Substance Abuse Programs”  June 2004 

2. “Frequently Asked Questions – Applying the Substance Abuse Confidentiality 

Regulations to Health Information Exchange (HIE)” 2010  

3. SAMHSA 42 CFR Part 2 FAQ on health IT issues II - second set 

 

http://www.integration.samhsa.gov/financing/SAMHSA_42CFRPART2FAQII_-1-,_pdf.pdf 

http://www.samhsa.gov/healthprivacy/     

Prepared by SAMHSA , ONC and contractors - not as legal advice – informational use only. 

US Department of HHS, Substance Abuse and Mental Health Services Administration Center for 

Substance Abuse Treatment 

 

42 CFR Part 2 and HIPAA Guidance 
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HIPAA Security Rule 
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• The HIPAA Security Rule applies to stored and transmitted ePHI 

• Protects against reasonable anticipated threats or hazards to security or 

integrity of ePHI – electronic protected health information. 

 

• Security rule safeguards 

o Physical Safeguards are the physical measures taken to protect a covered 

entity’s ePHI and related buildings and equipment from natural and 

environmental hazards, and unauthorized intrusion. 

o Technical Safeguards are the technology utilized to protect ePHI 

o Administrative Safeguards are the administrative actions taken to manage 

the selection, development, implementation, and maintenance of security 

measures to protect ePHI.  Risk analysis is one of the safeguards 

HIPAA Security Rule 2005 
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• Electronic Protected Health Information (ePHI) under HIPAA a 

subset of PHI, means any information that identifies an individual 

and relates to at least one of the following: 

o The individual’s past, present or future physical or mental health.  

o The provision of health care to the individual. 

o The past, present or future payment for health care. 

o Information is deemed to identify an individual if it includes either the 

individual’s name or any other information that could enable someone to 

determine the individual’s identity 

Under the Security Rule “electronic” Protected Health Information is added. 

Electronic Protected Health Information 

ePHI 
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HITECH Rule 
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• HITECH Act part of ARRA 
 

• Strengthens and expands HIPAA Privacy and Security in several key areas: 

o Federal security breach notification requirement 

 required notification of affected individuals, the Secretary, and in certain cases – the media.  
Business associates must notify covered entities that a breach has occurred. 

 heightened enforcement  

o New rights of individuals 

o New restrictions on use and disclosure of protected health information (PHI) 

o Direct regulation of business associates (BA) (includes HIEs) and who must  

 abide by HIPAA regulations on data security,  

 follow privacy provisions in ARRA 

 be directly accountable for failure to comply with HIPAA Privacy Rule provisions through 
contracts with covered entities 

 

HITECH Act 2009 Strengthens HIPAA  
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• Rights of Individuals 

o Covered entities are required to give copies of an individuals record 

to them, in electronic form  

o Covered entities are required upon request to account of all 

disclosures of individual’s protected health information made for 

treatment, payment or health care operations during prior 3 years  

o Covered entities may not share information with the individual’s 

health plan for payment or health care operations if the individual is 

paying full cost of the service (upon request)  

 

• Prior to HITECH Covered Entities  (CEs) had been exempt of these accounting 

requirements 
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HITECH –  

New Patient Rights  



• ARRA and HITECH made major changes in the treatment of “Business 

Associates."  

 

• Business Associates are now subject to HIPAA privacy and security 

requirements (or HIPAA penalties) in the same manner as a Covered 

Entity. 

• Business Associates had only been obligated to comply with privacy rules to the extent 

required in their contracts with covered entities.  

• Covered entities may now be liable for the actions of their Business 

Associates (in limited settings.) 

 

• RHIOs and HIEs are to be treated as Business Associates. 

HITECH–Direct Application of HIPAA  

to Business Associates 
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HITECH – Health Information Organizations (RHIOs) & 

Health Information Exchange  (HIE) 

• RHIOs and HIEs are to be treated as “business 

associates” under HIPAA.   
 

• They are now required to directly comply with key HIPAA 

regulatory provisions. 

 

 

 

 

 

HITECH 
 

 



 

• HITECH first  

 

o Required to notify affected individuals of a breach of “unsecured” health 

information 

 If DE identified data - doesn’t require notification 

 If data is rendered “unusable, unreadable or indecipherable to unauthorized individuals,” 

using a technology or methodology specified by HHS – not a breach 

o Enforcement has increased and performed by the State Attorney General  
 

o A Business Associate is directly accountable for failure 

 Civil penalties have increased 

 Criminal penalties may be imposed 

Increased Enforcement of  

Security Breaches under HITECH 

National security breach notification law. 

Not a 

breach 
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Meaningful Use  

Core Measure 15 

Risk Analysis 
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Meaningful Use of an EHR 

Core Objectives Menu Objectives 

Meaningful Use 

Objectives 

15 Required 5 out of 10 

Selected 

The CMS Medicare and Medicaid EHR incentive programs 

provide a financial reward to eligible professionals for the 

meaningful use of certified EHRs to achieve health and 

efficiency goals.  

 

The criteria for meaningful use will be staged in three steps over 

the course of five years. 

 

Stage 1 meaningful use is now in place as presented in the 

2010 CMS Final Rule. 



Objective: 

•  Protect electronic health information created or maintained by the 
certified EHR technology through the implementation of appropriate 
technical capabilities. 

 

Measure: 

• Conduct or review a security risk analysis as per 45 CFR 164.308 (a) (1) 
and implement security updates as necessary and correct identified 
security deficiencies as part of the management process. 

 

Exclusions: 

• None 

Meaningful Use Core Set #15:  

Protect Electronic Health Information   



• Under the Security Rule - Administrative safeguards: 

 

o §164.308(a)(1)(ii)(A) Risk analysis (required). Conduct an accurate 

and thorough assessment of the potential risks and vulnerabilities to the 

confidentiality, integrity, and availability of electronic protected health 

information held by the covered entity 

 

o §164.308(a)(1)(ii)(A) Risk management (required). Implement 

security measures sufficient to reduce risks and vulnerabilities to a 

reasonable and appropriate level to comply with §164.306(a) 
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HIPAA Security Risk Analysis 



Breach 

Notification 

Standards 
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HIPAA Compliance and MU 15 

Privacy 

Rule 

Security 

Rule 

HIPAA 

Meaningful Use 15 

lives here as part of 

the security rule. 



 

Privacy and Security and Risk Mitigation 

Process 

• Training of Health Home participants on the use of Privacy and Security tools to 
effectively protect the confidentiality of health information 

o The practice will be informed about the privacy and security and risk 
mitigation requirements for meeting meaningful use objectives.   

o The Implementation team will conduct a privacy and security assessment 
during the implementation stage in order to identify security related issues that 
need to be addressed by the practice.   

o They will conduct a risk analysis to determine current risk, and put into place 
an effective risk mitigation strategy.   

o Security policy documentation will be updated with the practice rules and 
regulations that have been put into place and responsibility for their 
implementation at the practice will be determined.    

o Practice staff will be trained and educated about the practice’s security 
approach and requirements. 

 



o Passwords - strong 

o Anti-Virus Software – up to date 

o Firewall 

o Control Access to Protected Health Information 

o Control Physical Access to network 

o Limit Network Access 

o Plan for the Unexpected 

o Good Computer Habits 

o Mobile Devices should be Protected 

 

 

Security Culture 

Establish a 

“Security  

Culture” 

Train your workforce and establish  

Policies and Procedure 
36 



• The Office for Civil Rights (OCR) is the U.S Department of Health and Human Services 
civil rights and health privacy rights law enforcement agency  

• What is a breach?   

o Impermissible use or disclosure under the Privacy Rule that compromises the security 
or privacy of the protected health information – this poses a significant risk of financial, 
reputational, or other harm to the affected individual.  

o Under HITECH, notification after a breach is required. 

• Breaches 

o 7.8 million patients affected by > 500 breaches 

• Common causes of breach in 2010: 

o Theft 

o Loss of electronic media or paper records containing protected health information  

o Intentional unauthorized access to, use, or disclosure of protected health information 

o Human error 

o Improper disclosure 
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OCR and Breaches 9/2009 – 12/2010  9/ 

Source: Report to Congress on Breach Notifications 

All caused by people not technology issues 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachreptmain.html


• Enforcement 

• HITECH act requires HHS to provide for periodic audits to ensure 

covered entities and business associates are complying with the 

HIPAA Privacy and Security Rules and Breach Notification 

standards. 

• OCR contracted with KPMG to complete random audits of 150 

covered entities and business associates between November 2011 

and December 2012. 

• The purpose of the audits is to ensure compliance with the HIPAA 

Privacy and Security Standards as amended by the HITECH Act. 
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OCR Audits 

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html  

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html


Privacy and Security Toolkit 

Scope of the Privacy and Security Toolkit 

 The tools included in the Privacy and Security Toolkit serve as 

guidance for educating stakeholders about the privacy, security and 

risk mitigation guidelines to be followed at provider practices.     

 The objective of the documents and tools is to increase awareness about 

the recommended safeguards for compliance and to implement strategies 

in order to protect electronic health information (ePHI) that is created or 

maintained by the certified Electronic Health Record (EHR) technology.   

 The goal is implementation of appropriate technical capabilities and 

protective measures in order to reduce risk to an acceptable level.   

 



Risk Assessment Phase 1 
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Risk Assessment Phase 2 
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Control Recommendations 

• Arrange the threats/vulnerabilities in order of risk. 

• Address the highest risk items first. 

• Don’t neglect operational impact. 

 

42 



NYeC Privacy and Security 

Toolkit 
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• Tools to address core measure 15 and conduct a risk analysis at a medical 

practice 

o CyberSecurity Guide 

o NYeC Meaningful Use Fact Sheet 

o NYeC Privacy and Security Training for the Practice – Slides 

o  ONC HIT Security Risk Assessment Questionnaire 

ONC HIT Security Risk Assessment Questionnaire – REC Update 

o Information Security Policy Manual 

 

o Note - Behavioral health privacy and security requirements that exceed 

those for a medical practice are not included in the toolkit. 

 

  NYeC Toolkit 
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o The CyberSecurity Guide - 10 Best Practices for the Small 

Healthcare Environment,  

o first take on the key security points to keep in mind when 

protecting EHRs.  

 

o issued by the US Department of Health and Human Service 

(HHS) through the Office of the National Coordinator (ONC) 

CyberSecurity Guide 



CyberSecurity Guide 

    



CyberSecurity Guide 

The guide includes a list of ten (10) areas of security requirements and a checklist for you 

to confirm that your practice is following security recommendations.  

The 10 best practices highlighted are: 

o Use strong passwords  

o Install and Maintain Anti-Virus Software 

o Use a Firewall 

o Control Access to Protected Health Information 

o Control Physical Access  

o Limit Network Access 

o Plan for the Unexpected 

o Maintain Good Computer Habits 

o Protect Mobile Devices 

o Establish a Security Culture 

o   

best 

practices 



Cyber Security Guide 

There are checklists at the end of the guide that identify important 

basic security practices 

• Password  

• Anti-Virus  

• Firewall Access  

• Control Physical Access  

• Network Access  

• Backup and Recovery  

• Maintenance  

• Mobile Devices 

checklists 



Cyber Security Guide Sample Checklist 

 

Password checklist 



 

NYeC Privacy and Security Meaningful Use Fact 

Sheet 

50 



The NYeC Privacy and Security Meaningful Use Fact Sheet will help prepare 

your practice for the Privacy and Security Stage 1 Meaningful Use criteria.   
 

This gives an overview of the privacy and security requirements. 

Some sample questions include: 

1. Meaningful Use is all about helping patients.  What does privacy and security have to 

do with it? 

2. Are there any privacy or security requirements for complying with Meaningful Use in 

order to receive incentive money? 

3. How can I meet the objective of protecting ePHI under the Meaningful Use Incentive 

Program? 

4. My EHR vendor is certified (or guarantees they will be certified) by one of the ONC 

certifying bodies.  By using a certified EHR system, won’t I meet the Meaningful Use 

security objectives? 

 

 

 

 

 

NYeC Privacy and Security Meaningful Use Fact 

Sheet 



 

NYeC Privacy and Security Training for the 

Practice 

 

“NYeC Privacy and Security Training for the Practice” is a PowerPoint 

training deck about security awareness that discusses HIPAA Privacy, 

Security and HITECH rules, risk analysis, and network security.  

 

All staff at the practice that work with ePHI should view this training 

presentation. 

 

It does not include additions for behavioral and mental health 

confidentiality rules. 



• The ONC HIT Security Risk Assessment Questionnaire was released by the 

ONC in early 2011 to address the Meaningful Use core measure for the 

assessment of security risk.  The REC Update version includes suggested 

additions made by REC members of the Privacy and Security Community of 

Practice workgroup.  

• The ONC HIT Security Risk Assessment Questionnaire – REC Update starts 

with the ONC Questionnaire and contains additional guidance supplied by the 

HITRC Privacy and Security work group. 

 

• The ONC Risk Assessment is the centerpiece of the Privacy and Security Toolkit.  

 

• This four step process enables respondents to identify and mitigate their risks 

against pre-identified threats and vulnerabilities.  

 

 

HIT Security Risk Assessment 

Questionnaire 



• This risk assessment tool is a starting point for identifying cybersecurity 

risks to the organization.    

• The tool is designed to enable respondents to identify their level of risk 

against pre-identified threats and vulnerabilities.   

• It references publications issued by the National Institute of Standards and 

Technology (NIST) Special Publications as guidance for a security risk 

assessment including SP800-66 and SP 800-300.   

 

These reference documents can be found at 

http://csrc.nist.gov/publications/PubsSPs.html  

 

HIT Security Risk Assessment Questionnaire 

http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/PubsSPs.html


• There are 7 tabs in this spreadsheet tool. 

  

1. The first tab instructs you on how to complete the forms 

2. The second tab introduces risk guidance and identifies the Nine 

Primary Risk Assessment Steps found in the NIST Special 

Publication SP800-66 

3. The third tab is an inventory of people and technology assets that 

touch ePHI. 

 

o Current revision: HIT Security Risk Assessment Questionnaire v3.0 

032911.xls  

HIT Security Risk Assessment Questionnaire  



HIT Security Risk Assessment Questionnaire 

4. The fourth tab includes security issues that are addressed in 
screening questions for the practice.  The threat vulnerability 
statement associated with the question indicates the problems that 
may result if the security issue is not addressed. 

 

5. and 6.  The fifth and sixth tabs address People and Processes, and 
Technology at the organization that work with ePHI.  Recommended 
and existing controls measures at the practice are identified, as well 
as the likelihood and impact of risk exposure.   

 

7. The last tab is a takeaway list which is an accumulation of the high 
and medium risk findings, and remediation from the prior tabs. 
These are the risk analysis results.   

 



ONC HIT Security Risk Assessment 

Questionnaire – Tab 1 

   



SP 800-66 – Risk Guidance - introductory resource guide for implementing the HIPAA Security Rule. 

This risk guidance document delineates the steps to be taken to identify risk for an organization.  Some of 
the steps can be conducted concomitantly. 

Nine Primary Risk Assessment Steps 

1. Scope the Assessment 

2. Gather Information 

3. Identify Realistic Threats 

4. Identify Potential Vulnerabilities 

5. Assess Current Security Controls 

6. Determine the Likelihood and the Impact of a Threat Exercising a Vulnerability 

7. Determine the Level of Risk 

8. Recommend Security Controls 

9. Document the Risk Assessment Results. 

This is a sampling of the steps as they appear in NIST SP 800-66 Risk Guidance 

SP 800-300 - risk management guide for information technology systems 

HIT Security Risk Assessment Questionnaire: 

Tab 2 

This is a sampling of the steps as they appear in NIST SP 800-66 Risk Guidance 



• In this step you list devices at the practice that are touched by ePHI and 

whether they store, process or transmit the ePHI.    Those devices that process 

ePHI, are categorized as either a People or Process assets or as a Technology 

asset.   

Tab 3 Step 1 – Inventorying of Assets 



Tab 4 Step 2 – Screening Questions  
• Users determine the degree to which their operations address the Threat-Vulnerability Statement – choosing from 

Addressed, Partially Address, or Not Addressed with space for comments.  

• The response column is where the practice notes how the question is being addressed. 

• The line items are parallel to the items in step 2a and 2b, but with a more user-friendly description. 

 



Tab 5 and 6 

Step 2a People  |  Step 2b Processes & Technology 

Enter 

answer

 

  

Select 

Select 

Select Calculated 

Select 



Lists the Threat-Vulnerability Statement and Recommended Control Measures that are 

examples of threats in ePHI environments, and controls to mitigate these threats 

     Perform Control Analysis 

Existing Control – measure taken to mitigate threats.   

 Enter the corrective actions to mitigate threat/vulnerability 

Control Effectiveness – Choose the degree in which counter measures address the threat 

vulnerability  

 Select from – Effective, Partially Effective, Not Effective 

Exposure 

Exposure Potential – Prepopulated from Step 1 with very likely, likely, not likely (No action) 

Assess Risk 

Likelihood – Select from – very likely, likely, not likely 

Impact Rating – consequences of a security event to the medical practice  

 Select from - high, medium, low 

Risk Rating – automatic calculation based on impact rating and likelihood. (no action) 

 

Tab 5 and 6 

Step 2a People  |  Step 2b Processes & Technology 



Tab 7 – Step 4 – Findings and Remediation 

 



Tab 7 – Step 4 – Findings and Remediation 

This worksheet is mostly pre-populated 

The number of high and medium risks are counted 

Items below are automatically calculated.  The user doesn’t enter data. 

o Risk found – Those with risk found to be Medium and High risks in 2a and 2b 

o Risk rating – The rating from 2a and 2b 

o Existing control measure applied – corrective actions to mitigate 

o Recommended control measures  

Additional steps – ADDED by user – can list the supplemental measures that the 

practitioner plans to take 

This becomes a take-away sheet where the risks identified in the prior steps are 

gathered. 

 



REC Update Changes to the ONC Tool 

Added a Practice summary tab seen above. 

 

Added columns to the findings-remediation tab to document the steps 

being taken and the timeframe to mitigate the risks that are being 

addressed. 



Information Security Policy Manual for the 

Practice 

• The Information Security Policy Manual should be customized and 

updated frequently with the specific privacy and security safeguards and 

risk mitigation techniques implemented at the practice.   

 

• These safeguards emanate from the output of the ONC HIT Security Risk 

Assessment Questionnaire in the prior step. Copies of the manual should 

be available for practice staff to reference.  New staff should be 

familiarized with the manual as part of privacy and security training 



Information Security Policy Manual for the 

Practice 



Information Security Policy - Instructions 

• Instructions  



Information Security Policy Manual for the 

Practice 

Policies and procedure templates for inclusion in the practice manual include: 

     IS-1.0 Introduction  
     IS-1.1 Employee Responsibilities  
     IS-1.2 Identification and Authentication  
     IS-1.3 Network Connectivity  
     IS-1.4 Malicious Code  
     IS-1.5 Encryption  
     IS-1.6 Building Security  
     IS-1.7 Telecommuting  
     IS-1.8 Specific Protocols and Devices  
     IS-1.9 Retention / Destruction of Paper Documents  
     IS-1.10 Disposal of External Media / Hardware  
     IS-2.0 Emergency Operations Procedures  
     IS-3.0 Emergency Access "Break Glass" Procedures  
     IS-4.0 Sanction Policy  
     IS-5.0 e-Discovery Policy "Production and Disclosure"  
     IS-5.1 e-Discovery Policy "Retention"  
     IS-6.0 Breach Notification Procedures  
     Appendix A: Network Access Request Form  
     Appendix B: Confidentiality Form  
     Appendix C: Approved Software  
     Appendix D: Approved Vendors  
     Appendix E: Breach Assessment Tool 

 



NYeC Privacy and Security Toolkit 

 

We at NYeC have developed this toolkit as a framework for 

educating stakeholders about the privacy, security and risk mitigation 

guidelines to be followed at provider practices.     

 

Sharon Bari 

Training Specialist  

New York eHealth Collaborative 

sbari@nyehealth.org 

646 619 6503 

 

Thanks to  

Katie O’Neill  

Senior V. P. and HIV/AIDS Projects Director  

Legal Action Center 



• HHS Health Information Privacy 
http://www.hhs.gov/ocr/privacy/index.html 

• HHS Frequently Asked Questions: 
http://www.hhs.gov/ocr/privacy/hipaa/faq/index.html 

• HHS Office for Civil Rights (OCR) 
http://www.hhs.gov/ocr/office/index.html 

• HITECH Act Reports to Congress 
http://www.hhs.gov/ocr/privacy/hitechrepts.html  

• OCR Enforcement 
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/highlights/index
.html  
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• American Health Information Management Association (AHIMA) 
http://www.ahima.org/resources/ 

• Healthcare Information and Management Systems Society 
www.himss.org 

• HCPRO HIPAA Update Blog http://blogs.hcpro.com/hipaa/ 

• National Institute of Standards & Technology – EHR Testing 
Requirements: 
http://healthcare.nist.gov/use_testing/effective_requirements.html 

• SAMHSA http://www.samhsa.gov/healthprivacy  
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 DISCLAIMER: NYeC has provided the information contained in the toolkit to guide 

practices and Medicaid Health Homes (collectively, Providers) through the process of 

complying with Meaningful Use and the Health Insurance Portability and Accountability Act 

of 1996 (HIPAA) Privacy and Security Rules. Use of the toolkit is meant to increase 

awareness of recommended safeguards and to alert Providers to potential deficiencies in the 

management and protection of electronic health information.  Conformity with the practices 

outlined in these materials does not guarantee compliance with any particular component of 

HIPAA or Meaningful Use and should not be considered legal advice. Use of this toolkit does 

not ensure a Provider’s compliance with applicable Federal and State laws; Providers should 

consult an attorney for individualized legal advice on adherence to such laws 

 



Presenters: Dr. Alan Silver, Medical Director, IPRO 

                       Jaclyn Brinson, Program Manager, NYeC 

Date & Time: Wednesday, March 7, 2012   2:30 pm eastern time 

Registration Link: https://cc.readytalk.com/r/ra9jluql5eu2 

HH Implementation Session 3: Optimizing 

the Practice Workflow  

All training sessions ( recordings and registrations) will be made 

available on the Medicaid website. 

 

http://www.health.ny.gov/health_care/medicaid/program/medicaid_health

_homes/ohitt_ehr_webinars.htm  

https://cc.readytalk.com/r/ra9jluql5eu2
http://www.health.ny.gov/health_care/medicaid/program/medicaid_health_homes/ohitt_ehr_webinars.htm
http://www.health.ny.gov/health_care/medicaid/program/medicaid_health_homes/ohitt_ehr_webinars.htm


Presenter:  Denise Reilly, Executive Director, eHealth Network of Long Island 

Date & Time: Thursday, March 8, 2012  10:00 am eastern time 

Registration Link: https://cc.readytalk.com/r/1taxzb51nwfs 

HH Implementation Session 4: EHR 101  

All training sessions ( recordings and registrations) will be made 

available on the Medicaid website. 

 

http://www.health.ny.gov/health_care/medicaid/program/medicaid_health

_homes/ohitt_ehr_webinars.htm  

https://cc.readytalk.com/r/1taxzb51nwfs
http://www.health.ny.gov/health_care/medicaid/program/medicaid_health_homes/ohitt_ehr_webinars.htm
http://www.health.ny.gov/health_care/medicaid/program/medicaid_health_homes/ohitt_ehr_webinars.htm

